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Electronic cross-border health services
MyHealth@EU Patient Information Notice (PIN) for ePrescriptions (EU-Rezept), which where prescribed in Austria 
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[bookmark: _Toc175560218][bookmark: _Toc219449208]What is MyHealth@EU and how does it work?
MyHealth@EU, also called the eHealth Digital Service Infrastructure (eHDSI), refers to the EU-wide cross-border infrastructure for the processing of electronic health data and genetic data for the purposes of cross-border healthcare. It consists of the National Contact Points for digital Health (NCPdH), which the Member States are responsible for, and the central platform for digital health, operated by the European Commission. MyHealth@EU enables safe and easy access to patients’ health data for healthcare professionals involved in the treatment and the provision of medicines - anytime and anywhere within the EU.
The Federal Minister for Health is the responsible controller for the establishment and operation of the Austrian NCPdH in terms of data protection law. A data processor is not foreseen in the current national setup. 
MyHealth@EU works as follows for the ePrescription/eDispensation use case: A patient wishes to use an ePrescription outside of their country of affiliation (in this case: Austria) and has fulfilled the respective national requirements for participating in this MyHealth@EU service (see below for the Austrian requirements). To do so, they can visit one of the participating pharmacies in a participating European country and identify themselves there in accordance with the rules set by the Member State of affiliation. The foreign pharmacy requests the ePrescription from the NCPdH of the country of treatment, which forwards it to the Austrian NCPdH and, after having received it, dispenses the medicine. The pharmacy will then send information about the dispensation of the medicine back to the Member State of affiliation via both NCPdHs, which is called an electronic dispensation.
[bookmark: _Toc175560219][bookmark: _Toc219449209]Which categories of personal data are concerned?
The Austrian „EU-Rezept“ contains essentially the same information as a regular Austrian eRezept, since the national eRezept is the basis for the EU-Rezept, which is generated during the cross border data query. Information about the dispensation and the person who was responsible for doing so is communicated to the Austrian eRezept system after the successful dispensation of the medicine in the country of treatment has happened. The eRezept is no longer marked as fillable. Currently it is not possible to record the concrete medicine that was dispensed in Austria. 
This workflow involves the processing of health data, in particular medication data and prescription data. The processing also includes metadata, i.e., information about who is authorized to access the data and log data. To verify patients’ identity, personal data, in particular name, date of birth, and ID card data, and (within Austria) the sector‑specific personal identification number for health (bPK-GH) are used. The bPK-GH is a data protection-compliant means of identification in e-government in the health sector and is determined using an irreversible cryptographic process. The bPK-GH may not be used outside of Austria and is replaced by the encrypted MyHealth@EU ID for the cross‑border processing. 
It is possible that a Member State of treatment does not allow for the dispensation of certain medicines. 
[bookmark: _Toc219449210][bookmark: _Toc196825989]What is the legal basis for the use of personal data and how can patients participate? 
Data processing in the Member State of treatment is carried out in accordance with the provisions of the EU General Data Protection Regulation (GDPR) and national laws. For details, please refer to the patient information notice of the respective Member State of treatment. In Austria, as the Member State of affiliation, the Federal Act on Data Security Measures when Using Personal Electronic Health Data and Genetic Data (Health Telematics Act 2012; GTelG 2012) and the references therein to provisions of other federal laws are particularly relevant. 
In Austria the joint controllers responsible for the data processing are the Federal Minister for Health and the treating doctor. The respective responsibilities are laid down in a ministerial decree pursuant to §28c(1) GTelG. Each Member State determines the conditions to participate in MyHealth@EU services for its own citizens in MyHealth@EU. In order to be able to use the EU-Rezept, Austrian citizens must agree to participate in MyHealth@EU for the use case ‘EU-Rezept’ in the form of an Opt-in prior to processing, either in writing to the ELGA and eHealth Support Institution, or electronically in the eHealth Access Point. This is no consent pursuant to Article 6(1)(a) / Article 9(2)(a) GDPR, but an agreement within the meaning of § 24i(2) GTelG 2012. After that agreement and subsequent identification in the participating pharmacy in the Member State of treatment by means of an official photo ID (passport or identity card) or ID-Austria, the open prescriptions can be filled. The agreement to participate may be withdrawn at any time. 

[bookmark: _Toc175560221][bookmark: _Toc219449211]What is the purpose of processing personal data?
The primary purpose is to provide patients with potentially vital medicines in pharmacies abroad. The goal of MyHealth@EU is to avoid communication errors and enhance patient safety, thus improving the quality of cross-border healthcare services and the continuity of treatment for patients. In Austria, this kind of data may only be processed if the medical treatment or the exercise of the rights of the data subject requires it.
In some Member States, which provide a legal basis, this data may also be used for other purposes (e.g. research, statistical, administrative or epidemiological use) in compliance with the GDPR and national regulations. Such secondary use of the data of the EU-Rezept, as in, the use for purposes that do not correspond to the initial purpose of healthcare, is currently not foreseen in Austria.
[bookmark: _Toc196825991][bookmark: _Toc219449212]Who processes and has access to personal data?
In Austria, only authorized persons are entitled to access and process this kind of data. In the case of an Austrian prescription, the Federal Minister for Health and the treating doctor are jointly responsible controllers for the data processing. Each Member State assumes responsibility under its data protection laws for the data received.
In the foreign Member State of treatment, the NCPdH as well as persons and organizations authorized under the applicable national law, can process this data within the framework of the ePrescription.
The following persons and organisations that have the necessary authorisations can access the data in Austria and process it in accordance with the applicable legal provisions, as long as it is necessary for the creation of the EU-Rezept, the dispensation of medicines or the exercise of the rights of the data subject: 
· the Federal Minister for Health in the capacity of the NCPdH or ELGA and eHealth Support Institution,
· Umbrella Association of Social Insurance Carriers, 
· The treating health professional (in accordance with § 2(2) GTelG 2012)
[bookmark: _Toc196825992][bookmark: _Toc219449213]Where and for how long are personal data stored?
In accordance with their respective national regulations, the data may be stored both in the Member State of affiliation and in the Member State of treatment, but never for longer than is legally permissible and strictly necessary.
The data the EU-Rezept is generated from is still stored in the databases of the treating health professionals and pharmacies as well as in the Austrian e-card system, since the NCPdH only forwards the EU-Rezept itself to the Member State of treatment and it is not stored in Austria. The NCPdH only stores log data. As a result, MyHealth@EU does not change the storage location or retention period of the health data. Where and for how long the data are stored in the pharmacies of the Member State of treatment, is governed by the laws of that Member State. 
There is no minimum storage period provided for, however the log data stored by the Austrian NCPdH must be deleted no later than 10 years after the processing is complete.
[bookmark: _Toc219449214][bookmark: _Toc214460929]What are access rights and how are they exercised? 
[bookmark: _GoBack]Patients, as well as their legal or authorised representatives, can give their agreement for the participation in MyHealth@EU and to withdraw it at any time. The revocation of the agreement does not affect the legality of the previous data processing. Patients also have the rights of data subjects under Chapter III of the GDPR, i.e. the right of access (Article 15 GDPR), rectification (Article 16 GDPR) and restriction of processing (Article 18 GDPR). For the agreement, see the question ‘What is the legal basis for the use of personal data and how can patients participate’ above.
The rights to access, rectification, and restriction of processing can be exercised through ELGA and the eHealth Support Institution or directly through the data protection controllers. In addition, the right to access can also be exercised electronically via the eHealth Access Point. Should the controllers not be based in Austria, the request will be forwarded to the responsible NCPdH.
The GDPR specifies circumstances under which the rights set out in Chapter III do not apply. The data processing of the EU-Rezept fall under some of these exceptions. This affects the right to erasure, as the data processing is carried out to fulfill legal obligations of the controllers (at the national level) (see Art. 17(3)(b) GDPR). The right to data portability also does not apply here, as data processing is not based on a contract or consent, but on the GTelG 2012 (Art. 20(1)(a) GDPR in conjunction with Art. 6(1)(a) GDPR or Art. 9(2)(a) GDPR or Art. 6(1)(b) GDPR).  For more information, please refer to the data protection impact assessment.
Patients are also entitled to lodge a complaint with the data protection authorities of both Member States. A list of data protection authorities can be found at the following link: https://www.edpb.europa.eu/about-edpb/about-edpb/members_en
Further relevant information, including information on data processing in other Member States, can be found in their respective patient information notice: https://health.ec.europa.eu/ehealth-digital-health-and-care/digital-health-and-care/electronic-cross-border-health-services_en


[bookmark: _Toc219449215]Contact 
[bookmark: _Toc172617650]Controllers:
· Federal Minister for Health
Stubenring 1, 1010 Wien
Tel. +43 (0)1 711 00-0 
E-Mail: post@sozialministerium.at
Website: www.sozialministerium.at
ELGA- und eHealth Support Institution
· eHealth-Servicecenter
Gesundheit Österreich GmbH, z.H. eHealth-Servicestelle
Stubenring 6
1010 Wien
E-Mail: servicestelle@ehealth.gv.at

· ELGA-Ombudsman 
The contact for the ELGA-Ombudsman resbonsible can be found here www.gesundheit.gv.at/gesundheitsleistungen/elga/elga-ombudsstelle.html
Data Protection Officer
Stubenring 1, 1010 Wien
Tel. +43 (0)1 711 00-0 
E-Mail: post@sozialministerium.at

Austrian Data Protection Authority
Barichgasse 40-42, 1030 Wien
Tel. +43 1 52 152-0
Email: dsb@dsb.gv.at
Website: http://www.dsb.gv.at/

Last updated on: 03.02.2026
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